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Global Infection Base
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Potential to attack international fiber links
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Malware makes the news
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A+B Variant
Date        Total HTTP Hits  Unique IP's  Unique ASN's  Unique GEO's
2009-05-31      137,760,817    3,721,599         9,141           219
2009-05-30      149,408,605    3,821,993         9,408           218
2009-05-29      187,807,224    4,106,476        10,274           221
2009-05-28      199,562,868    4,065,092        10,331           221
2009-05-27      244,955,856    4,362,696        10,456           220
2009-05-26      271,487,213    4,293,576        10,421           218
2009-05-25      231,494,675    3,989,667        10,174           218
2009-05-24      264,121,645    3,830,624         9,484           215
2009-05-23       92,701,516    2,662,905         9,130           213
2009-05-22      343,097,269    4,151,147        10,377           219
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C Variant (p2p)

Date        Total HTTP Hits  Unique IP's  Unique ASN's  Unique GEO's
2009-05-31       46,251,794      717,049         8,075           202
2009-05-30       48,603,924      762,981         8,209           203
2009-05-29       55,997,707      859,918         8,867           207
2009-05-28       55,334,297      879,569         8,919           208
2009-05-27       65,295,232      917,259         8,950           208
2009-05-26       66,272,183      935,420         8,961           208
2009-05-25       63,242,556      928,934         8,800           207
2009-05-24       44,870,662      739,788         8,080           201
2009-05-23       24,562,643      577,035         7,665           199
2009-05-22       66,496,004      928,830         8,835           207
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A/B/C Totals

Date        Total HTTP Hits  Unique IP's  Unique ASN's  Unique GEO's
2009-05-31      184,012,611    4,297,992        10,256           219
2009-05-30      198,012,529    4,428,578        10,430           219
2009-05-29      243,804,931    4,768,850        11,216           221
2009-05-28      254,897,165    4,743,616        11,228           222
2009-05-27      313,250,726    5,055,360        11,326           220
2009-05-26      337,759,396    4,999,421        11,337           220
2009-05-25      304,515,914    4,789,953        11,081           219
2009-05-24      308,992,307    4,425,925        10,378           216
2009-05-23      117,264,159    3,121,204         9,992           215
2009-05-22      409,593,273    4,854,546        11,228           220
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Conficker
• 3 primary variants A/B/C 

• Capabilities:

• impede global commerce or information 
exchange.

• challenge stability of state (Estonia, 
Georgia)

• dynamically update itself

•
Saturday, August 22, 2009



Global Distribution on Hilbert Curve
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Conficker 

• ms08-064 vulnerability (RPC buffer over 
flow)

• uses intelligent scanning/infect

• avoids CERT and Security company address 
space

• brute forces Administrator accounts

• USB share with social engineered attack
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Conficker 2nt Stage

• domain used for rendezvous crypto generated daily 

• A/B 500 domains per day

• C 50,000 domains per day

• second stage download used PKI to verify binary. 

• A: 1024 bit key

• B: 2048 bit key 

• current attempted takeovers
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Conficker Census

• Conficker A at 3,898,326 infected IPs

• Conficker B at 4,731,225 infected IPs, 

• with 726,017 overlapped IPs 

• 214 countries
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 Variants

• A: com net org biz info

• B: com net org biz info cc cn ws

• 500 domains/day to blacklist

• C: 110 TLDs over 50,000 domains/day
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sinkhole reports

• available of you want data share

• currently doing 12 mb/s and growing

• produces 500,000,000 events per day

• 116 Billion data points from Feb ’09
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Participants

• ICANN, Verisign, NeuLevel, Afilias, PIR

• Symantec, AOL, ISC, Support Intelligence

• Shadow Server, SRI

• CNNIC, .CA, .IL, .US, 
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C Variant Targets
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Variant C

• 110 country code top level domains

• 500 selected of 50,000 domains per day

• peer to peer file distribution

• direct takeover exploit, botnet could be 
subverted by 3rd party.
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Infection Distribution
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Remediation

• Millions of systems need code updates

• Distributed into hard to reach businesses.

• Internet Cafe, School computer labs, 
small business.

• Laptops, USB sticks infection vectors 
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Forward

• Significant populations continue to exist

• A/B continue to grow though we continue 
to contain it. 

• We have no remediation strategy beyond 
Fortune 1000 companies

• The poor and uneducated have no way out.

Saturday, August 22, 2009



Conclusion

• Information Security research on global 
infectons needs encouragement and 
financial support. The CWG is completely 
unfunded.

• International cooperation is required

• Conficker is not the last botnet to gain 
global advantage
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